
 

Data Privacy Policy 

 

Lab245 Software is committed to handling information from Clients, Employees, and 
Partners with strict confidentiality and care. All information collected by Lab245 is stored 
and managed responsibly and ethically, in compliance with applicable data privacy laws 
and regulations, including the Brazilian General Data Protection Law (LGPD – Law 
13.709/18). 

 

1. Scope 

This Policy applies to all personal data contained in our databases, collected, maintained, 
or used by Clients, employees, managing partners, interns, consultants, and suppliers 
who have a relationship with Lab245. 

Personal data collected through Lab245 software stored on servers outside Lab245 are 
not covered by this Policy. 

Data stored on our servers under a Platform as a Service (PaaS) model, where Lab245 acts 
as the Processor and the client as the Controller, have their integrity and confidentiality 
protected according to the contract between the parties. 

Lab245 requires its internet and hosting service providers to comply with its procedures 
and privacy policy. 

2. Approach 

Lab245 handles the privacy of personal data belonging to employees, clients, partners, 
and suppliers. Treating personal data with confidentiality is a responsibility of each 
individual, and therefore, the handling of personal information must follow the standards 
established in this Policy. 

3. Information Collected 

Departments such as HR, Sales, and our websites collect personal information directly 
from their contacts or users during registration, prospecting, hiring, etc. 

Occasionally, if medical information, relevant family information (contact details and 
personal documents of spouses and children and/or information about passports and 
travel visas) are shared, Lab245 commits to maintaining all such data in absolute 
confidentiality. 

Departments collect only the personal data necessary to fulfill clear and defined 
objectives specified in their systems and risk matrix. Sensitive personal data undergo 
necessity and risk analysis before being requested and are handled rigorously and 
transparently with the user. 

4. Consent 

Lab245 requests consent from clients, users, employees, and suppliers at the time of 
direct registration. When acquiring data through public research or receiving lists, Lab245 
requests permission to maintain such data during the first contact, where the data subject 
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agrees to the processing of their personal data for the purposes of the 
application in which they are registered. 

If there is a change in the purpose of personal data processing, Lab245 will notify the data 
subject of the changes. Consent may be revoked at any time through the unsubscribe 
page in the data security policy area or via email at comercial@Lab245.com. 

5. Use of Collected Data 

Personal data collected by Lab245, in the role of Controller, are used in accordance with 
the data security policy. Their maintenance and protection follow the definitions resulting 
from risk analysis. 

Personal data maintained by Lab245, in the role of Processor, are not accessed by its 
team, except upon express request from the Controller, related to database maintenance 
or report management. They are handled in compliance with the data security policies of 
both Lab245 and the Controller, as set forth in a signed agreement between the parties. 

In the event of inspections or audits by Government Authorities, collected personal data 
may be used by competent authorities upon formal request. 

6. Sharing and Transfer of Information 

Personal data collected for Lab245’s use, in the role of Controller, may be shared 
internally for the specific objectives of its systems and duly mapped processes. Data will 
always be stored within Lab245 facilities, with restricted access according to relevant 
instructions, or with connectivity or hosting service providers, always within Brazilian 
territory, under contracts compliant with Brazilian legislation and Lab245’s data protection 
policy, aligned with the LGPD. 

Personal data will only be shared with third parties outside Lab245 with the formal 
consent of the Employee, under the following circumstances: 

• When a third-party service provider contracted by Lab245 assists in administering 
programs containing personal data; 

• When any company controlled by Lab245 is being considered for outsourcing or 
sale, subject to contractual requirements to preserve confidentiality; 

• When required for transfer to countries or international companies that provide an 
adequate level of personal data protection as established by Brazilian Law 
13.709/2018. 

Lab245 will provide collected information upon request from competent private or 
governmental authorities or by court order, in which cases Lab245 cannot be penalized 
and is exempt from protecting personal data. In such cases, Lab245 will notify affected 
Employees about the sharing and transfer of information. 

Lab245 aims to keep personal data accurate and up to date. Employees can access their 
respective data in the Lab245 Portal and request corrections from the HR department if 
inconsistencies are found. 
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7. Data Security 

Lab245 maintains maximum security and privacy of personal information through 
appropriate administrative, technical, personnel, and physical measures to protect such 
data against loss, theft, unauthorized use, or modifications. 

8. Data Anonymization or Deletion 

All personal information collected in temporary processes, where data are no longer 
needed at the end, will be deleted. In cases where data may be used for studies and 
research, users will be informed of the possibility of anonymized use, ensuring that 
individuals cannot be identified through published results. 

At any time, a Client, Employee, or Partner may request anonymization or deletion of their 
personal data via info@Lab245.com. The Data Protection Officer will review the request 
and either accept or reject it, providing the requester with an explanation if anonymization 
or deletion is not possible, or if data must be retained by law for legal or regulatory 
purposes (e.g., employment-related data such as name, CPF, date of birth, PIS, etc.). 

In accordance with Brazilian Data Protection Law 13.709/18, Lab245 may retain employee 
data for internal use only, prohibited from sharing with third parties, provided such data 
are anonymized. 

9. Updates 

Lab245 commits to sharing any changes to this Policy with all Clients, Employees, and 
Partners through official communication channels. 

10. Final Considerations 

The Data Protection Officer holds this responsibility as part of their role as Director of 
Documentation at Lab245 Software, duly represented in the company’s organizational 
chart. 

Any questions about this Policy can be clarified with the Data Protection Officer via email 
at info@lab245.com. 

This Policy has been in effect since August 1, 2020. 
Last updated on:  November, 24,2025. 

 

 


